Counterterrorism Policies

Background
Counterterrorism policies pose a unique challenge to civic actors. History has shown
that governments may seek to inhibit the freedom of expression, association, and
assembly to maintain power. This has been observed since the color revolutions in
Eurasia and the Arab Spring in the Middle East and North Africa. 63
 Counterterrorism
legislation, which may have legitimate aims, can be a double-edged sword, affording
governments a convenient justification for restricting civic action.
Following the adoption of the United Nations (UN) Security Council Resolution 1373
(2001) and the UN General Assembly’s Global Counter-Terrorism Strategy,
governments around the world enacted a series of laws to protect their citizens from
terrorism. The flexibility and broad reach of these laws often allowed for fragile states
and repressive regimes to target civil society activity under the guise of fighting
terrorism. 64

Exacerbating this phenomenon is the lack of a shared global definition of “terrorism.”
For example, China’s counterterrorism law defines “terrorism” as ”any advocacy or
activity” that aims to create ”social panic, undermine public safety, infringe on
personal and property rights, or coerce a state organ or an international
organization, in order to achieve political, ideological, or other objectives.” 65

Governments often target foreign funding under the cloak of counterterrorism

measures, with the justification that greater scrutiny and control of these funds will
improve national security outcomes.
International conventions can also have significant effects on country-level policy.
Since 9/11, states have argued that terrorist organizations provide funds to civil
society or non-governmental organizations (NGOs), whether or not CSOs receive such
funds deliberately. 66
 Legislation enacted by individual Western governments to
prevent terrorism financing has also inhibited NGO operations and funding. In
particular, those who work in conflict zones fear being prosecuted. The mandate of
the Financial Action Task Force (FATF) was expanded in 2001 to target terrorist
financing. The mandate required states to specifically review laws and regulations
related to the nonprofit sector, stating the sector is ”particularly vulnerable” to

terrorism financing abuse. 67
 This language was amended in 2016, but the damage to
the sector’s reputation remains. The Transparency and Accountability Initiative’s
report Distract, Divide, Detach further explores how international agreements
created to fight terrorism and transnational crime can be used to curtail CSO
activity.

Strategies
● Anticipate FATF review periods (Funder/Grantee): More than 180 countries
are now committed to implementing FATF recommendations through law and
policy. Every six to seven years, members states and organizations operating
in those countries are subject to FATF secretariat assessment and peer review
to assess compliance. However, FATF is largely insulated from transparency
and accountability standards, as there is no intergovernmental body that
regulates its activities. 68
 Furthermore, it has the power to categorize
countries as noncompliant, and its actions are not highly visible to the wider
public. If grantees do not prepare adequately for a FATF review and perform
poorly as a result, their legitimacy is more vulnerable in the eyes of
government stakeholders. The review itself—even if the results are benign—can
jeopardize the work of grantees whose sources of foreign funding may not be
palatable to the government. 69

● Advocate a risk-based approach, with laws proportionate to the risk
(Funder/Grantee): The risk of terrorism is not comparable across national
and political contexts. Research conducted by the Overseas Development
Institute 70
 explores the issue of anti-terror legislation and its impact on

humanitarian aid. It concluded that overextending rules designed for severe
terrorist threats are often used to exploit relatively innocuous situations to
constrain the activity of civil society organizations (CSOs).
● Push for rules on NGO participation, which are needed for transparency
and accountability (Funder): The Civil Society Platform on FATF is a
formalized effort to work with FATF to avoid the abuse of civil society on the
grounds of countering terrorism. The platform outlines the following best
practices for funders confronted with restrictive FATF policies:
○ Be aware of the dates for grantee countries’ FATF reviews. The
government could be compelled to enforce compliance and limit
funding opportunities for CSOs.
○ Advocate rules on NGO participation to promote transparency and
accountability in the FATF enforcement process. A “risk-based
approach” is a useful frame for pushback. If the laws are truly
proportional to the risk, they are less likely to impact the broad
spectrum of CSOs.
○ Promote the narrative that a strong civil society is a bulwark against
terrorism, not an enemy of governments.
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